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PACKET PROCESSING UNIT 

Background of the Invention: 

The present invention relates to a packet processing 
unit for performing a packet destination address process and 
the like in a router and the like. 

Packet processing units have heen used in a router 
and the like for performing packet destination address process 
and the like. 

Conventionally, a packet processing unit provides 
methods of performing a packet destination address process, a 
solving process of Q o S information or an updating process of a 
packet header when required and the like through a software 
process. 

But a rapid processing can not be implemented by the 
methods of performing the packet destination address process 
and the like through the software process. 

Accordingly, a method implemented by a hardware 
configuration is considered for solving the above-mentioned 
problem. 

However, in the event of implementing the 
destination address process through hardware, a plurality of 
lookup tables such as a Multi Field Classify table for 
performing a classification to identify packet flow by a multi 
field, a flow destination address table for performing forward 
with awareness of the flow and the like must be installed for 
processing a multi protocol or a multi layer. And a 
configuration providing circuits or tables only for performing 



eacH of the above-mentioned processes individually causes a 
pioblem of enlarged scale of a circuit. 

Summary of the Invention: 
It is therefore an object of the present invention to 
provide a packet processing unit capable of performing a packet 
destination address process rapidly with a simple 
configuration. 

According to the present invention, a packet 
processing unit for performing destination address of a packet 
received from a transmission channel and outputting the 
above-mentioned packet to the above-mentioned transmission 
channel, including; 

packet receiving means for outputting the packet received via 
the above-mentioned transmission channel in the form of split 
cells of a fixed length, 

search key extracting means for extracting a predetermined 
search key from the above-mentioned cells received from the 
above-mentioned packet receiving means, 

Content Addressable Memory (e.g., mentioned as "CAM" 
hereinafter) for performing retrieval based on the above- 
mentioned search key extracted by the above-mentioned search 
key extracting means and outputting a memory address 
corresponding to the above-mentioned key, 

associative data storing means for storing at least address 
information and outputting the information stored in the input 
memory address, 

associative data reading means for calculating the memory 



address of the above-mentioned associative data storing means 
based on the above-mentioned memory address received from 
the above-mentioned CAM and supplying the memory address 
to the above-mentioned associative data storing means, 

destination address means for performing destination address 
of a particular cell based on the information of the above- 
mentioned associative data storing means read by the above- 
mentioned associative data reading means, and 

packet transmitting means for putting the cells received from 
the above-mentioned destination address means back to a 
packet and outputting the packet to the above-mentioned 
transmission channel is provided. The packet processing unit 
is characterized in that the above-mentioned packet receiving 
means, search key extracting means, CAM, associative data 
storing means, associative data reading means, destination 
address means, and packet transmitting means perform a 
pipeline process. 

Packet receiving means outputs the packet received 
via the above-mentioned transmission channel in the form of 
the split cells of a fixed length. Search key extracting means 
extracts a predetermined search key from the above-mentioned 
cells received from the above-mentioned packet receiving 
means. CAM performs the retrieval based on the above- 
mentioned search key extracted by the above-mentioned search 
key extracting means and outputs the memory address 
corresponding to the above-mentioned key. Associative data 
reading means calculates the memory address of the above- 
mentioned associative data storing means based on the above- 



mentioned memory address received from the above-mentioned 
CAM and supplies the memory address to the above-mentioned 
associative data storing means. Destination address means 
performs destination address of the particular cell based on the 
information of the above-mentioned associative data storing 
means read by the above-mentioned associative data reading 
means. And packet transmitting means puts the cells 
received from the above-mentioned destination address means 
back to a packet and outputs the packet to the above-mentioned 
transmission channel. At the time, the above-mentioned 
packet receiving means, search key extracting means, CAM, 
associative data storing means, associative data reading means, 
destination address means, and packet transmitting means 
perform a pipeline process. 

Incidentally, a duration of each stage of the above- 
mentioned packet receiving means, retrieving key extracting 
means, CAM, associative data storing means, associative data 
reading means, destination address means, and packet 
transmitting means can be so configured as to be set not more 
than arrival time interval of the packet input to the above- 
mentioned packet receiving means. 

And processing time of the above-mentioned packet 
receiving means, retrieving key extracting means, CAM, 
associative data storing means, associative data reading means, 
destination address means, and packet transmitting means can 
be so configured as to be set shorter than the duration of each 
stage. 

Further, the packet processing unit can be so 



configured as to comprise maintenance means for performing 
maintenance of at least one of tlie above-mentioned CAM or 
associative data storing means during idle time of the above- 
mentioned stages. 

And further, the packet processing unit can be so 
configured as to comprise buffer means for timing adjustments 
between the above-mentioned transmission channel and the 
above-mentioned packet receiving means and between the 
above-mentioned transmission channel and the above- 
mentioned packet transmitting means. 

Furthermore, the packet processing unit can be so 
configured as to comprise arithmetic processing means for 
performing predetermined processes with respect to the 
above-mentioned cell on at least one of a following step to the 
above-mentioned packet receiving means or a preceding step to 
the above-mentioned packet transmitting means. 

Brief Description of the Drawings: 
Fig. 1 is a block diagram of a packet processing unit 
relating to a first embodiment of the present invention; 

Fig. 2 is a timing diagram of the packet processing unit 
relating to the first embodiment of the present invention; 

Fig. 3 is a block diagram of the packet processing unit 
relating to a second embodiment of the present invention; 

Fig. 4 is a timing diagram of the packet processing unit 
relating to the second embodiment of the present invention; 

Fig. 5 is a block diagram of the packet processing unit 
relating to a third embodiment of the present invention; 



Fig. 6 is a block diagram of the packet processing unit 
relating to a fourth embodiment of the present invention; and 

Fig. 7 is a block diagram of the packet processing unit 
relating to a fifth embodiment of the present invention. 

Detailed Description of the Preferred Embodiments: 

Fig. 1 is a block diagram of a packet processing unit 
relating to a first embodiment of the present invention. One 
of equipments to which the packet processing unit of the first 
embodiment is applicable is, for example, a router. 

In Fig. 1, 11 indicates a packet receiving circuit as packet 
receiving means, 12 indicates a search key extracting circuit as 
search key extracting means, 13 indicates a CAM which is 
capable of pipeline retrieval, 14 indicates a matching entry 
address receiving and associative data address transmitting 
circuit as associative data extracting means, 15 indicates an 
associative data memory as associative data storing means, 16 
indicates a search result (associative data) receiving circuit as 
destination address means, and 17 indicates a packet 
transmitting circuit as packet transmitting means. And each 
of the above-mentioned components is configured by hardware. 

Incidentally, the CAM 13 has not only a memory 
function but also a retrieval function. When identical data as 
data stored in the CAM in advance is input to the CAM 13, the 
CAM 13 outputs an address of the CAM 13 in which the data is 
stored. The CAM 13 is capable of LPM (Longest Prefix Match) 
retrieval and retrieval of various bit widths and also capable of 
rapid retrieval independent of kind and bit width of the search 



key. And additionally, as the CAM 13 has a characteristic of 
being able to perform retrieval without incurring degradation 
while data stored in the CAM 13 increases, rapid retrieval is 
possible even in the event that an amount of data becomes 
greater. 

On the other hand, in the associative data memory 15 
stores address information, class information and the like of 

the packet. 

Incidentally, the packet receiving circuit 11, the search 
key extracting circuit 12, the matching entry address receiving 
and associative data address transmitting circuit 14, the 
search result (associative data) receiving circuit 16, and the 
packet transmitting circuit 17 compose a packet processing 
portion 10 as packet processing means. 

The packet receiving circuit 11 receives a packet of a 
variable length such as an IP (Internet Protocol) packet and 
outputs a signal in the form of separated cells of a fixed length 
such as ATM (Asynchronous Transfer Mode) cells. 
Hereinafter, a signal output from the packet receiving circuit 
11 is called cell. 

Cells output from the packet receiving circuit 11 are 
processed switching each stage of each component (the packet 
receiving circuit 11, the search key extract circuit 12, the CAM 
13, the matching entry address receiving and associative data 
address transmitting circuit 14, the associative data memory 
15, the search result (associative data) receiving circuit 16, 
and the packet transmitting circuit 17) of the packet processing 
unit by a pipeline of n clock per stage. 
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As the address information of an IP packet and 
information of Q o S are stored in a header portion in most 
cases. In the event that a packet of a size larger than a cell is 
input to the packet receiving circuit 11 and the packet is split 
into a plurality of cells to be output from the packet receiving 
circuit 11, only the first arriving cell is processed in each stage 
and not any particular process is required of the second 
arriving and cells thereafter. Therefore, processes afterward 
are performed only on the first arriving cells and each stage of 
the pipeline is switched without processing other following 
cells. 

At first, the search key extracting circuit 12 extracts 
a required search key out of the cells received from the packet 
receiving circuit 11. Next, retrieval is executed in the CAM 
13 by inputting the above-mentioned search key to the CAM 13 
capable of pipeline retrieval. Incidentally, the search key is a 
key for solving the destination to transfer the packet and 
classifying the kind of the packet transferred in detail. And 
in the event of the IP packet, for example, fields of a 
destination address of a header, an address of a sender, a 
protocol type, a service type and the like are used as the search 
key. 

The CAM 13 performs retrieving process based on the 
search key input from the search key extracting circuit 12 and 
outputs a memory address (a memory address of the CAM 13 in 
which the search key is stored) of the CAM 13 which is hit as a 
result of the retrieval. 

The matching entry address receiving and associative 



data address transmitting circuit 14 receives tlie above- 
mentioned memory address from the CAM 13 and calculates a 
memory address of the associative data memory 15 in which 
actual associative data is stored from the above-mentioned 
memory address based on rules to link an address of the CAM 
13 to and address of the associative data memory 15. 

Then, actual associative data can be obtained from 
the associative data memory 15 by giving the memory address 
from the matching entry address receiving and associative data 
address transmitting circuit 14 to the associative data memory 
15. That is, the associative data memory 15 outputs data 
(associative data) stored in the above-mentioned memory 
address input from the matching entry address receiving and 
associative data address transmitting circuit 14 to the search 
result (associative data) receiving circuit 16. 

The search result (associative data) receiving circuit 16 
performs required header-updating and destination address 
with respect to the packet (directly to the cell) based on the 
above-mentioned associative data and outputs the packet to the 
packet transmitting circuit 17. The packet transmitting 
circuit 17 merges a plurality of cells split by the packet 
receiving circuit 11 into one packet and outputs the updated 
packet to a network. 

A packet processing becomes possible while keeping 
the speed without congestion even in the event that the packets 
arrive successively from the packet receiving circuit 11 through 
the pipeline of the present configuration by providing a stage of 
the pipeline configured by n-clock at a value not larger than the 
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shortest arriving time interval (equal to a cell size of a fixed 
length) of the packets. 

And with providing the pipeline of n-clock per stage, 
retrieval processing of not only one but plural numbers of 
retrieval per packet in the search key extracting circuit 12 and 
the CAM 13 becomes possible and information for executing not 
only one but a plurality of processes with respect to one packet 
can be obtained. 

Further, each stage of the pipeline process can be 
provided with idle time periodically by operating the above- 
mentioned pipeline configuration at a speed slightly higher 
than the speed with which the packet arrives from the packet 
receiving circuit 11 actually. And maintenance such as 
inspections, updating and the like of the data stored in the 
CAM 13 or the external memory 15 can be performed using the 
above-mentioned idle time by the maintenance means not 
shown in the drawings. 

Fig, 2 is a timing diagram of the packet processing 
unit shown in Fig. 1. In order to simplify the description, an 
event that three cells arrive successively is illustrated in Fig. 2. 
And a clock cycle (clock number n per stage) of the pipeline is 
assumed to be eight clocks. The whole of the process 
comprises seven pipeline stages indicated by numerals 11 
through 17. Each of the numerals of 11 through 17 illustrates 
the process of the components having numerals corresponding 
to the components of the packet processing unit shown in Fig. 1, 
that is, the packet receiving circuit 11 through the packet 
transmitting circuit 17. Hereafter, an operation of a first 



11 



embodiment of the present invention is described in detail 
referring to Figs. 1 and 2. 

The packet receiving circuit 11 receives the packet 
from a network via a transmission channel 1 and outputs a 
fixed length of cells to which the received packet split. In the 
present embodiment, each of the above-mentioned cells has a 
length of eight clocks. The above-mentioned cells are 
processed switching each stage of the search key extract circuit 
12 through the packet transmitting circuit 17 by the eight- 
clock pipeline thereafter. 

At first, the packet receiving circuit 11 determines 
what type of the packet is received and what is the search key 
required while receiving the packet. As a method of 
classification according to the packet type, for example, in the 
event of Ethernet frame in which an IP packet is capsulated, 
the packet type can be classified as an IP packet by 
determining the field (Payload Type) in a header of the 
Ethernet. And as the search key, for example, in the event of 
the IP packet as mentioned above, fields of a destination 
address of a header, an address of a sender, a protocol type, a 
service type and the like are provided. 

Next, the search key extracting circuit 12 extracts a 
search key required out of the cell and gives a retrieval 
instruction by outputting the above-mentioned search key to 
the GAM 13. Incidentally, the present embodiment is 
premised on that the CAM 13 is capable of performing the 
pipeline retrieval, that is, retrieval in response to each clock. 
Therefore, on the stage of performing the process, the search 
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key extracting circuit 12 extracts not only a kind of searcli key 
but also more than one kind o£ search keys which fit in one 
stage (retrievals are possible to a maximum of eight times as 
one stage provides eight clocks in the present embodiment) and 
also can give a retrieval instruction to the CAM 13. For an 
increase of kinds of retrieval more, number of stage on which 
the search key extracting circuit 12 performs the process can be 
increased or the cycle number n of the pipeline clock can be set 
larger. 

The CAM 13 receives the search key from the search . 
key extracting circuit 12 and sends the address hit in the result 
of retrieval by latency of m-clock (m: natural number) to the 
matching entry address receiving and associative data address 
transmitting circuit 14. And the matching entry address 
receiving and associative data address transmitting circuit 14 
receives the above-mentioned address to calculate an address 
(associative data address) of the associative data memory 15 in 
which actual associative data is stored and gives the 
associative data address to the associative data memory 15. 
In the event of executing plural kinds of retrieval on the 
processing stage 12 of the search key extracting circuit 12, the 
above-mentioned operations are repeated with respect to each 
of the retrieval. 

Incidentally, as the delivery process of the search 
key from the search key extracting circuit 12 to the CAM 13, 
the outputting process of the associative data address from the 
CAM 13 to the matching entry address receiving and 
associative data address transmitting circuit 14 and the 
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reading instruction of the associative data to the associative 
data memory 15 based on the above-mentioned associative data 
address are executed in parallel, performing the retrieval 
processing without waste at all times. 
5 The associative data obtained as a result of the 

retrieval is output from the associative data memory 15 to the 
search result (associative data) receiving circuit 16, and the 
search result (associative data) receiving circuit 16 performs 
^ required header-updating and destination address with respect 

^ 10 to the packet (directly to the cell) based on the above- 
mentioned associative data. Incidentally, in the event that 
plural kinds of retrieval instructions are given in the search 
Z key extracting circuit 12, as plural kinds of associative data 

:^ are also obtainable, a process in response to associative data 

^ 15 obtained in the result of each retrieval can be performed and 
x| required process can be executed by combining the associative 

m data of plural kinds or assigning priorities to the associative 

data. 

Finally, an updated packet is output from the packet 
20 transmitting circuit 17 to the network via the transmission 
channel 2. In Fig. 2, three cells arrive to each stage 
successively and in the event that a first and a second arriving 
cells configure one packet, the cells are determined whether 
the cell is the first cell or not on the stage of the packet 
25 receiving circuit 11 or the search key extracting circuit 12. 
And in the event that the cell is not the first arriving, the 
above-mentioned processes are not performed and each pipeline 
is switched. 
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Additionally, idle time (stage) can be provided 
periodically during the pipeline process by operating the 
pipeline configuration at a speed slightly higher than the speed 
with which the packet arrives from the packet receiving circuit 
11 actually and maintenance of the CAM 13 or the external 
memory 15 can be performed using the above-mentioned idle 
time by the maintenance means not shown in the drawings. 

As mentioned above, a packet processing unit 
relating to the first embodiment is a packet processing unit 
particularly for performing destination address of a packet 
received from a transmission channel and outputting the 
above-mentioned packet to the above-mentioned transmission 
channel, including; 

the packet receiving circuit 11 for outputting the packet 
received via the transmission channel 1 in the form of split 
cells of a fixed length, 

the search key extracting circuit 12 for extracting a 
predetermined search key from the above-mentioned cells 
received from the packet receiving circuit 11, 

the CAM 13 for performing retrieval based on the above- 
mentioned search key extracted by the search key extracting 
circuit 12 and outputting a memory address corresponding to 
the above-mentioned key, 

the associative data memory 15 for storing at least address 
information and outputting the information stored in the input 
memory address, 

the matching entry address receiving and associative data 
address transmitting circuit 14 for calculating the memory 
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address of the associative data memory 15 corresponding to the 
above-mentioned memory address of the CAM 13 based on the 
above-mentioned memory address received from the CAM 13 
and supplying the memory address to the associative data 
5 memory 15, 

the search result (associative data) receiving circuit 16 for 
performing destination address of a particular cell based on the 
information of the associative data memory 15 read by the 
matching entry address receiving and associative data address 

10 transmitting circuit 14, and 

the packet transmitting circuit 17 for generating packets by 
merging the cells from the search result (associative data) 
receiving circuit 16 and outputting the packet to a 
transmission channel 2. The packet processing unit is 

15 characterized in that the packet receiving circuit 11, the search 
key extracting circuit 12, the CAM 13, the associative data 
memory 15, the matching entry address receiving and 
associative data address transmitting circuit 14, the search 
result (associative data) receiving circuit 16, and the packet 

20 transmitting circuit 17 perform the pipeline process. 

Therefore, processing becomes possible while 
keeping the speed without congestion even in the event that the 
packets arrive successively from the packet receiving circuit 11 
through the pipeline of the present configuration by providing 

25 an n-clock at a value not larger than the shortest arriving time 
interval (equal to a cell size of a fixed length) of the packets. 
Accordingly, the packet processing unit of the present 
invention is applicable to, for example, a forwarding engine of a 
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very high speed router. 

And with providing the pipeline of n-clock per stage, 
retrieval processing of not only one but plural numbers of 
retrieval per packet in the search key extracting circuit 12 and 
the CAM 13 becomes possible and not only one but a plurality of 
processes with respect to one packet can be executed or a 
process with respect to one kind of associative data to which 
priorities are assigned obtained through a plurality of 
retrievals can be executed. 

Further, control and retrieval in one circuit become 
possible by installing a plurality of tables in one CAM 13, 
which contribute to scale-down of a circuit. 

Fig. 3 is a block diagram of the packet processing 
unit relating to a second embodiment of the present invention 
and numbers therein are corresponding to the numbers in Fig. 1. 
And Fig. 4 is a timing diagram for showing the packet 
processing unit shown in Fig. 3. 

The second embodiment differs from the above-mentioned 
first embodiment in comprising an inputting buffer 18 as buffer 
means for adjusting timing of processing for outputting the 
received packet to the packet receiving circuit 11 and an 
outputting buffer 19 as buffer means for adjusting timing of 
processing for outputting the packet received from the packet 
transmitting circuit 17. 

In the second embodiment, the pipeline stage from 
the packet receiving circuit 11 to the packet transmitting 
circuit 17 has a cycle shorter than the cycle of inputting the 
packet to the inputting buffer 18 and the cycle of outputting 
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the packet from the outputting buffer 19. Accordingly, the 
inputting buffer 18 and the outputting buffer 19 are installed 
for performing the adjustment of the cycle of transmitting the 
packet between the transmission channels 1 and 2 and timing 
of processing in the packet processing unit. 

Thus, idle time (M in Fig. 4) free from any kind of 
process can be provided in the packet processing unit by 
shortening the pipeline cycle in the packet processing unit than 
the cycle of externally arriving packets. And the above- 
mentioned idle time can be utilized for performing updating of 
data stored in the CAM 13 or the associative data memory 15 
without any complicated conflict control. 

Fig. 4 is an example of the timing diagram. 
Incidentally, cell cycle input to the inputting buffer 18 and cell 
cycle output from the outputting buffer 19 are equal to each 
other and the pipeline process from the packet receiving circuit 
11 to the packet transmitting circuit 17 is executed in a cycle of 
four fifths of the cell cycle input to the inputting buffer 18 and 
cell cycle output from the outputting buffer 19. 

Therefore, even in the event that the cells arrive 
successively in the cycle of the inputting buffer 18 and the 
outputting buffer 19, a stage free from any kind of process is 
surely provided with one in five cycles with regard to the stages 
of the packet receiving circuit 11 through the packet 
transmitting circuit 17. Consequently, the maintenance of 
the CAM 13 and the associative data memory 15 can be 
performed on the above-mentioned stage without any 
complicated conflict control. 
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Fig. 5 is a block diagram of the packet processing 
unit relating to a third embodiment of the present invention 
and numbers therein are corresponding to the numbers in Fig, 
1. 

The third embodiment differs from the above-mentioned 
first embodiment in providing an arithmetic processing circuit 
110 between the packet receiving circuit 11 and the search key- 
extracting circuit 12. 

Although the above-mentioned first and second 
embodiments are so arranged as to process only a first arriving 
cell when the packet of a variable length is received, a 
possibility arises where a predetermined arithmetic must be 
performed all over the packet such as encryption of a packet in 
a router and the like. Therefore, the arithmetic processing 
circuit 110 in which a predetermined arithmetic process is 
executed with respect not only to the first arriving cell but also 
to other cells is provided. As an example of a predetermined 
arithmetic process with respect to packets, a process of putting 
Frame Check Sequence (e.g., mentioned as "FCS" hereinafter) 
at an end of a packet of the Ethernet is named. Thus, it 
becomes possible to cope with the event of executing the 
arithmetic process all over the packet of a variable length. 

Fig. 6 is a block diagram of the packet processing 
unit relating to a fourth embodiment of the present invention 
and numbers therein are corresponding to the numbers in Fig. 
3. 

The fourth embodiment differs from the above-mentioned 
third embodiment in providing the arithmetic processing 
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circuit 110 between tlie search result (associative data) 
receiving circuit 16 and the packet transmitting circuit 17. 

In the third embodiment, a predetermined arithmetic can 
be executed with respect to all over a packet which is not 
updated. But the forth embodiment differs from the third 
embodiment in executing the predetermined arithmetic process 
with respect to all over the packet after updating the header- 
information by the search result (associative data) receiving 
circuit 16. As an example of the above-mentioned 

predetermined arithmetic process, a process of putting FCS at 
an end of a packet of the Ethernet is named as mentioned above. 
Thus, it becomes possible to cope with the event of executing 
the arithmetic process on all over the packet of a variable 
length. 

Fig. 7 is a block diagram of the packet processing 
unit relating to a fifth embodiment of the present invention and 
numbers therein are corresponding to the numbers in Figs. 1, 3, 
5 and 6. 

A configuration of the fifth embodiment includes all 
components of the second embodiment through the fourth 
embodiment and consequently, the maintenance of the CAM 13 
and the associative data memory 15 can be performed without 
any complicated conflict control. 

Additionally, as the above-mentioned third 
embodiment through the fifth embodiment, with providing the 
arithmetic processing circuit 110 for performing a 
predetermined process (for example, a process of encryption or 
inclusion of FCS) on all over the packet by performing a 
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predetermined process with, respect to the cells at least on one 
of a following step to tlie packet receiving cirxjuit 11 and a 
preceding step to the packet transmitting circuit 17, 
performing a specific arithmetic process with respect to the 
5 packet when received or executing a predetermined arithmetic 
process with respect to all over the packet after updating the 
header information become possible. 

According to the present invention, processes of 
packet destination address and the like can be performed 
10 rapidly with a simple configuration. 



